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RadioTrace is a proposed solution that employs blockchain technology to track the movement and custody of radioactive materials.
Blockchain technology is a distributed ledger that grows a list of blocks that are held together by a cryptographic hash of the previous
block. Participants in a blockchain distribute data in a decentralised manner and is therefore resistant to tampering or unauthorized
altercations outside of the network. A prototype blockchain was developed as a proof-of-concept of RadioTrace.

Current Global Source Tracking State The Proposed Solution - RadioTrace

Current inventory management systems involve storing items in a || Bjockchain is a decentralised ledger. Containing data in a sequence of data
centralised database infrastructure. Centralised infrastructure lacks packets called “blocks”, which are tied together cryptographically through
resilience against unplanned events such as natural disasters to political storing the previous hash, hence the “chain” part in the name blockchain.

instability. This is the backbone behind RadioTrace
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storage facility in Perth, with the loss remaining undetected
for two weeks.

___ Adding blocks to the blockchain are
::ﬁff_\: v 4 decided by consensus by peers, helping to
7 prevent rogue additions to blockchain.
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2001 - In Lia, Georgia, two 1.3 PBq Sr-90 cores were
orphaned from Soviet radioisotope thermoelectric generators.
They were found just off a dirt track road. Three people were
exposed to the source with 1 fatality after 893 days in the
hospital.
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Prototype Deployment

 Raspberry Pi 5’s were connected to a network switch
* Each acted as participants in the blockchain.

Centralised Database Systems - Issues + Prototype code was written in Python

* Python code outlined the blockchain protocols each participant
must follow.

Centralised storage restricts data access

| in both directions, reducing , .
Soent A : * All of the user’s reported sources would be stored onto one block which is
transparency and delaying emergency

! written to a database.
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| | Reliance on a single data centre makes
Clent B \1 G 8 the database susceptible to loss in the
* event of natural disasters or warfare.
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Servers are prone to maintenance,
requiring downtime to resolve patches

8 and disrupting access for all users.

Database destroyed*

Future Steps going Forward

Add cryptographic protection to prevent unauthorised modification of
Since centralised database systems are problematic, a decentralised ||stored files.

database system is needed Automate database appending through a custom labelling workflow.
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Conclusions
* A prototype for RadioTrace was created as part of the NTR net pilot project scheme.
* A network of Raspberry Pi 5’s were used to act as participants in the blockchain.
* Blockchain consensus rules need to be further investigated
 Develop methods to encourage database updates from source owners.
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